Constraint-based
Relational Verification

To appear in CAV 2021

Joint work with Hiroshi Unno and Tachio Terauchi.



doubleSquare(bool h, int x) {

int z, y=0;

1f (h) { z = 2%xx; } else { z=x; }
while (z>0) { z—; = y+X; }

if ('h) { y = 2%y, }

return y;



doubleSquare(bool h, int x) {

int z, y=0;

Lf (h) { z = 2xx; } else {z=x3; }
while (z>0) { z—; = y+X; }

if ('h) { y = 2%y, }

return y;

e TJTermination-sensitive non-interference: can’t infer the
value of secrets (variable h) from observing the output
(variable y).



doubleSquare(bool h, int x) {
int z, y=0;
if (h) { z = 2%x; } else { z = x; }
while (z>0) { z—; y = y+x; }
if ('h) {y = 2xy; }
return y;

e Jermination-sensitive non-interference: can’t infer the
value of secrets (variable h) from observing the output

(variable y).

o 2-safety property.
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if (h) { z = 2%x; } else { z = x; }
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e TJTermination-sensitive non-interference: can’t infer the
value of secrets (variable h) from observing the output
(variable y).
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* |f two executions agree on x (Pre relation: X1 == X2),
do they agree on resulting y (Post relation: y1 == Yy3)?
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Strategy 1: Sequential Composition
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Strategy 2: Self-composition or product program:

main {
bool hi, hz, int xi1,X2;
assume(x: == x2);

int zi1, yi=0;
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Impossible to prove this with “lock-step” scheduling
and only linear arithmetic invariants.

— Schemer et al, CAV 2019.



Semantic

Examine the
states oy, 0,

Decide whether P, or P, should
go next and how many steps to take.



Schemer et al, CAV 2019.

pre(xr1 == x2)

doubleSquare (bool h, int x) {
int z, y=0;
if(h) { z = 2*x; }
else { z = x; }
while (z>0) {
z——;
y = YtX;
}
if(!'h) { y = 2*y; }
return vy;

}

post (y1 == y2)

predicates:
hlr h2! $1>0, y120, yQZOr 2220,
z2 20, z1 =22, Y1 =Y2, Y1 = 2y2, Y2 = 2Y1,
Z1 — Z2y 21:222, Z2:221, 212222—1,
Zo =221 —1, y1 =2y2+x2, Y2 =2y1 +

composition =
if(((z0>0 & 22 >0 |
&§& (h1 & 21 == 2 % 23)
&§& !'(h1 ==h2 || (21 ==0 & 22 ==0)))
1l (' (2120 & 290>0 | (21 <0 & 20<0))
& 22<0 & 21 >0))
step (1);
else if (((21 >0 & 22>0 | (21 <0 & 22 <0))
&§& '(h1 == ho | (21 ==0 & z90 ==0))
&§& '(h1 & 21 == 2% 29) & (20 == 2x%21))
1l '(z1 >0 & 22>0 | (210 & 22<0)))
step (2);

(21 <0 & 22 <0))

else
step(1l,2);

* Pro: Composition can now be proved.

 Con: Manually provided predicates, limited to k-safety.




There are limited existing techniques
for automatically verifying such relational
problems that require such semantic schedulers.
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First Kev ldeAa

2nd copy takes a step alone

1. Represent the scheduler as a series of variables:

SCh{l}, SCh{Z}a SCh{l,z}

2. Pose the k-safety problem as . over these sch
scheduling predicates.

inv(V,, V) Aschy, ATV, V) AV, =V, = inv(V}, 7))

3. More generally over k-tuples of programs, we have

sch, VA € 97[k]

So then search for a schedule is relegated to the constraint solver.
(Move the problem elsewhere :-))



First Key ldea

Predicate solutions found by our tool:
SCh{l} = V. hl /AN _'h2 ANZp+ 1 = 222
SCh{z} — /1‘7 _'hl N Zp + 1 = 221
schy 5 = AV.(h A—hy = 7, =22) A(mhy Ay Az = 27))

That is, when the copy with h=true /s scheduled, execute
the loop two times per loop iteration with h=false.



Problem 2: Co-termination

P1: while (x1>0) { x1

X1 — Y13

Po: while (x2>0) { x2 = x2 — y2;

* Question: do they agree on termination?

* |n general, no. eg when x1<0 initially and x2>0Ay2=0
 But they do if Pre: Xx1=XoAy1=y2

* Not k-safety. Cannot be refuted by finite traces.



Problem 2: Co-termination

Pi: while (x1>0) { x1 = x1 — y1; 7}

Po: while (x2>0) { x2 = x2 — y2;

* Question: do they agree on termination?

* |n general, no. eg when x1<0 initially and x2>0Ay2=0
 But they do if Pre: Xx1=XaAy1=y2
* Not k-safety. Cannot be refuted by finite traces.

Problem 3: TS/TI Generalized Non-interference

(Will discuss later)



Contributions / Outline

k-Safety. Pose the scheduling problem with predicate variables.
Co-termination via well-founded predicate variables

Generalized N.I. (v3 properties) via functional predicate
variables (for prophecy)

A more expressive CSP language: pfw-CSP (beyond CHCs and
pCSP)

Soundness and completeness of these encodings.
Solve pfw-CSP with stratified CEGIS

Implementation and evaluation



Predicate Variables

In first order logic, predicate variables are “meta” variables:
Vx,y.P(x,y)

In higher order logic, they are propositional variables, placeholders for
expressions in the logic:

Vx,y.dP.P(x,y)

Showing this formula is satisfiable means finding such a P.

What does this have to do with programs?
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Predicate Variables

] while (x = 0) do
PrOgram- if * then x (= x — 1 else x = x + 1

Prove that there Is a

Goal. N .
non-terminating execution.

Satisfaction Ux)Ax2>0)=> U(x—1)VIx+1)),
Problem (CSP): Ix)Ax<0)=> 1L

Constraint =/ < x 2 0= I(x), >

Predicate Variable



Predicate Constraint Satisfaction

Recent works are able to verify SAT via synthesis of predicate variables.

The Thirty-Fourth AAAI Conference on Artificial Intelligence (AAAI-20)

Probabilistic Inference for Predicate Constraint Satisfaction

Yuki Satake,' Hiroshi Unno,' Hinata Yanagi’
'University of Tsukuba, “RIKEN AIP
{satake, uhiro, hinata } @logic.cs.tsukuba.ac.jp

Abstract

In this paper, we present a novel constraint solving method for
a class of predicate Constraint Satisfaction Problems (pCSP)
where each constraint is represented by an arbitrary clause
of first-order predicate logic over predicate variables. The

class of pCSP properly subsumes the well-studied class of

Constrained Hormn Clauses (CHCs) where each constraint is
restricted to a Horn clause. The class of CHCs has been
widely applied to verification of linear-time safety proper-
ties of programs in different paradigms. In this paper, we
show that pCSP further widens the applicability to verifi-
cation of branching-time safety properties of programs that
exhibit finitely-branching non-determinism. Solving pCSP
(and CHCs) however is challenging because the search
space of solutions is often very large (or unbounded), high-
dimensional, and non-smooth. To address these challenges,
our method naturally combines techniques studied separately
in different literatures: counterexample guided inductive syn-

els. We have implemented the presented method and obtained

This paper studies a generalization of CHCs called pred-
icate Constraint Satisfaction Problems (pCSP) where each
constraint is represented by an arbitrary (i.e., possibly
non-Horn) clause. We show that this generalization further
widens the applicability to verification of branching-time
safety properties of programs that exhibit finitely branching
non-determinism. In other words, this paves the way to use
pCSP as a common intermediate language for verification
of branching-time safety properties in place of CHCs that
is limited to a strict subclass (i.e., linear-time safety proper-
ties).! One of the notable instances of branching-time safety
verification 1s non-termination verification where the goal is
to check whether there is a non-terminating execution of the
given program (Gupta et al. 2008). For example, consider
the following program c,,;:

+ 1

The program repeatedly and non-deterministically (indi-



Problem 1: k-Safety

Z1, Y1=0;

(h1) { z1 = 2%x1; } { z1 = X1; }
(z:>0) { z1——; y1 = yi+X1; }

('h1) { y1 = 2xy1; }

Z2, y2:0;

(h2) { z2 = 2%x2; } { 22 = X2; }
(z2>0) { z2——; Y2 = y2+X2; }

('h2) { y2 = 2xy2; F

inv(171, ‘72) =T =x2 N
y1—0/\(h1/\z1—2><x1Vﬂh1/\zl—az1) N
yg—O/\(hg/\ZQ—QXCL’Q\/ﬁhg/\ZQ—IEQ)
mv(Vl, Vg) = mv(Vl, Vg) A schTF(Vl, Vg)
(z1 >0NZl=21—1AY | =y1+21 V21 <O0A2] =21 ANyg
inv(171, ‘72,) <~ inV(VI, ‘72) A\ SChFT(Vl, ‘72)
(zg>0/\22—z2—1/\y2—y2+x2Vz2<O/\z2—zg/\y2
inv(V{,VJ) < inv(V1, Va) A schrr(Vi, Va) A
(z1 >0N2Zl =21 —1AY| =1 4+21 V21 <0A 2] =21 Ay
(zg>0/\z2—z2—1/\y2—y2+x2Vz2<O/\22—zg/\y2—y2)
z1 >0« mv(Vl, VQ) A\ SChTF(Vl, Vg) A z9 >0
zo >0« |nv(V1, VQ) A\ SChFT(Vl, Vg) ANz >0
SChTF(Vl,VQ) VSChFT(vl, Vg) \/SChTT(Vl, Vz) = InV(Vl,VQ) (Zl >0V zy > O)
yl—y2<=|nv(V1,V2)/\zl <0O0AzZs <O0A
(hi ANy =11 V- hi Ay =2Xy1) A
(ha ANyy =y2 V —ha Ayy =2 X 1)




Problem 1: k-Safety

SCh{l} :ﬂ‘?hl/\_'hz/\zl 1 :2Z2
SCh{z} — /1‘7 _'hl N2 + 1 = 221
SCh{l,z} — 1‘7 (hl AN _'hz = 71 = 222) A\ (_'hl N hz N2y = 2Z1)

T1 =T2NY1=Ya2N21 =22 V
ﬂhl/\ﬂhg/\ $2+y2:0/\21<0/\ V
14+2-29=2-29N\N24Yy; = Yo

T1 =22 N1 42 - 21 F22N2-y1=yY2N2-21 =29V
“hi Aho AN | 21 =22 N2 21 F29AN21 21 N2> 1A V

T1+2-y1=Y2N2-20 =1+ 2
Tl =Ta2NANY1 =2 - Y3 N21 =2:-20V
hl/\_'hg/\ $1—$2/\2°$17é21/\2121/\2221/\)V
Y1 =To+2-YoN1+21 =22
hi Nha ANxy =22 ANYy1r = Y2 A\ 22 = 29




Problem 1: k-Safety -

~

(1) Pre(V) = inv(V)
(2) inv(V) A /\ze %) F; (V) = Post(V)
(3) For each A € ’P+[k]

"

inv(V) Ascha(V) A Njeu T (m,v ) A /\ze[k]\AV =V, = inv(V) .
(4) For each A € ’P+[k] |nv( ) Ascha(V) A sz Fy(V;) = Vica “Fi(Vi)

(5) inv(V ) A Vzé E;(V, ) = VAEP+[k] SChA(V)
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(3) For each A € 77+[k]
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Problem 1: k-Safety -

Invariant must hold initially Post condition must hold
when all have finished.

(1) -P're(~V) = inv(V) ~ ~ The scheduled sub-tuple
(2) inv(V) A /\ie[k] E;(Vi) = Post(V) takes a step
(3) For each A € PT[k],

~

inv(V) Ascha(V) A Nyen T(Vi, Vi) A Aicpna Vi = Vi = inv(V') .
(4) For each A € P[k], inv(Z) A scha(V) A Vze[k] =F; (Vi) = V,ca ~F:(V3)
(5) inv(V) A View ~Fi (Vi) = Vaep+i scha (V).

If A is scheduled, and there is some unfinished
copy, then must be an unfinished copy in one in A.

If there’s an unfinished copy, then there must be
some group A that’s scheduled.

What is the language of these constraints?
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¢ =X@) | p@) | = | PV P | Py Ay
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The Constraint Language pCSP [Satake et al, AAAI 2020]

1. Start from a first-order theory T, with formulas and terms:

—_

¢ :=XO) | p() [~ |1V Py | A
= x| f(T)
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The Constraint Language pCSP [satake et al, AAAI 2020]

1. Start from a first-order theory T, with formulas and terms:

Predicate variable Predicates in the theory

¢ =X() | pD) | =) |V | Dy Ay
t = x | f(7)
Term variable Functions in the theory

2. Define pCSP (without wfr and functional predicate vars)

4 m
C=0pV (\/Xl-(fi)> Y ( \/ ﬂXi(f,-))
=

1=r+1
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The Constraint Language pCSP [Satake et al, AAAI 2020]

1. Start from a first-order theory T, with formulas and terms:

Predicate variable Predicates in the theory

O =X [ p@)| =) | DV, | Py Ay
t = x | f(7)
Term variable Functions in the theory

2. Define pCSP (without wfr and functional predicate vars)

r m
c=ov| VX® |v| V ~X@
=1 i=r+1

Portion without

predicate variables Also define syntactic substitutions and

semantic solutions (see the paper).



Generalizing pCSP to pfwCSP

3. Generalize with a kinding function:

(€6, %) with & : X € fpv(€) — {Ord, Wfr, Fpv}

A predicate interpretation p is a semantic solution if
p E FN(X) when #(X) = Fpv
p E WF(X) when #(X) = Wfr
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Generalizing pCSP to pfwCSP

3. Generalize with a kinding function:

(€6, %) with & : X € fpv(€) — {Ord, Wfr, Fpv}

4. Semantics via interpretation. First we write:

p E WF(X) If interpretation is well-founded
i.e. sort (5,5) = % and no inf. sequences)

p E FN(X) iIf interpretation is functional
i.e. sort (5,5) > % and
pEVX:5.(dy:s.X(X,y))
AVYLY, i 8. XX y) AXE, y,) =y =

A predicate interpretation p is a semantic solution if
p E FN(X) when #(X) = Fpv
p E WF(X) when #(X) = Wfr



Problem 2: Co-termination

Pi: while (x1>0) { X1 = X1 — Y1} F

Po: while (x2>0) { X2 = X2 — y2; }

* Question: do they agree on termination?
* |n general, no. eg when x1<0 initially and x2>0Ay2=0
 But they do if Pre: x1=x2Ay1=y2
* Formally: V¥v,,7, s.t. Pre(vV,7,). if ¥, ~», V) then =(¥, » L1).

* Not k-safety. Cannot be refuted by finite traces.



Problem 2: Co-termination

Similar to k-safety

. - Y (3x) “inv” and “sch" interaction
Spemahze to V= (Vl, Vz) (4X-5) sch fairness

inv(d, b, V) A scher(d, b, V) A To(Va, Vo ) A (FL (V1) V Fa(Va)
inv(d', b, Vi, Vz/,)
inv(d, b, V) A schre (d,b, V) AT1(V, Vi YA (F(Vr) V Fa(Va)
inv(d’, b, V1 ,Vg)

inv(d, b, V) Aschrr(d, b, V) ATL(Vi, Vi ) ATe(Ve, Va ) = inv(d, b, Vi , V2 )

A\ ﬁFg(Vg) == —lFl(Vl)

b, V)
inv(d, b, V) Ascher(d, b,V )/\ﬂFI(Vl) = —'Fz(Vz)
b, V)
)V - (V2)) = Vaegrr 1,17} S€ha(d, b, V)

)
mv(d b V) /\SChTF(
inv(d, b, V) (—1F1(V1




Problem 2: Co-termination

“fnb” Is a

Difference d in steps taken is with

asserting a bound 5 b, when neither has terminated.

(1) (Pre(¥) A fb(¥, b) = inv(0,b, V)

(2) inv(d,b,V) A=F1(Vi) A=F(V2) = t& b<dAd< bAb>0))
(3a) inv(d,,V) A scher(d,b, V) ATa(Va, Vo) A (FL(VA) V Fa(V2) Vi

inv(d,b, V1, Va )
(3b) inv(d, b, V) A schre (d, b, NATVLV)A (B YV B(V)Vd =d+1) =
inv(d', b, i ,Vz)

(3c) inv(d, b, V) A SC
(4a) inv(d,b, V) A sc
(4b) inv(d, b, V) Asc

If P terminated,

r1(d, b, V) A T1(V1, i ) A TQ(VQ, Va ) = inv(d, b, "}I’,,‘};)
er(d, b, V) A ~Fi (Vi) = ~Fa(V2)

hTF(d b, V) N —1F2(V2) = —1F1(V1)

V)
)
(5) inv(d,b,V) A (ﬂFl(Vl) vﬂFQ(Vz)) = Vaeqrrer,rey 5cha(d,b, V)
| ( ) inv(d, b, V) A /\Fl(Vl) /\ﬂFQ(Vg) /\:1“2(1/2,1/2 )= wfr(Vg,Vg )]

then P; must “wfr” is a

eventually terminate. variable




Problem 3: TS/Tl Generalized Non-interference

gniEx(bool high, int low) {
if (high) {
int x = Xint,
if (x >= low) { return x; } else { while (true) {} }
} else {
int x = low; while (%pool) { Xx++; } return x;
I3
I
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Problem 3: TS/TI Generalized Non-interference

gniEx(bool high, int low) {
if (high) {
int x = Xint,
if (x >= low) { return x; } else { while (true) {} }
} else {

int x = low; while (%pool) { Xx++; } return x;

}
}

* TI-GNI: if two copies agree on low and one terminates
returning v, then the other must also return v or else has a
non-terminating execution.

Vv, ¥, 8.t. Pre(v,v,). if ¥, », ¥ then
(V5. V5 v V5 A Post(V,V5)) Vv, v L

 TS-GNI: if two copies agree on low and one terminates
returning v, then the other must also return v.

* For this program with Pre: low1=low2, TS-GNI does hold.
(whatever | pick for x in P;, there’s a suitable choice in P»)



Problem 3: TS/TI Generalized Non-interference

1. Decompose the transition relation:

T, %) < 3r. U(r, %,v') and U(r, %,v') A U(r, 5,v") = ¥ = 7"

Make nondet choices explicit.



ification (m6) adds functional predicate variables to express the angelic non-
=1 deterministic choices of P,. The functional predicate variables shift the onus of
making the right choices to the solver’s task of discovering sufficient assignments

to them. Importantly, the functional predlcate takes the prophecy variables as

(m1) The parameters repfesenting the inputs and outpuf® of P, is extended with
prophecy variables p where [p| = |V3|. Accordingly, pach occurrence of V; is

replaced by p, V1, and each occurrence of V1 is replaced by 7/, V1 .
(m2) Pre is replaced by Pre’ which is defined by Pre’(p, Vi, Vs) < Pre(V, Vz)
i.e., the prophecy values are unconstrained in the precondition.

Propagate
(m3) F is replaced by F| defined by F}(p, V1) & F1 (Vl)

(m4) T3 is replaced by 77 defined by T} (p, V1 7, V1 ) & T1(V1, V1 ) Ap=7.

ost’ defined by Post’(p, Vi, V2) 5=V, = Post(Vl, Vg))

was correct then the original post condition must hold.

2(V2, V2 ) is replaced by fnr(p, Vz, Us(r, Vz, V2 ) where
edicate variable.

(m5) Post is replaced by
i.e., if the prophec

(m6) Each occurrence of
fnr is a functional 7

e now sho
augment t
Choices of P2 based on predicate variab

fnr deterministic ck
demonic side (.

Output consistent



Problem 3: TS/TI Generalized Non-interference

fnb(z1,y1, 2, us,b)
fnr(p, hg,lg,ﬂlz)

[“hi A=ha ANd=0Ab=0Aby Az >1laANly =13 V \

ﬁh,l/\h,Q/\d:O/\bZO/\:l?l le/\pziBQ/\llzlg\/
d=0Ab=0Ab Al =13V

inv(d, b, Vi, Vs) hMiA-hoA| li=2oAp=21 Az >1LAd>1+bA

b= AN14+2 - 214+2 -29=0
d:O/\bIO/\bl/\llzlg/\Illz :p\/

\hlAhz/\(—'bl/\xlle/\p:xg/\llzlg )

wir(z,h,l,x',h,I') = -hANl—2x>0ANl—2>U'—-2'VhANZ>0ANZ > 2

where ‘71 — P, bl,ibl,hl,ll and ‘72 — bg,l’g,hg,lg.




Problem 3: TS/TI Generalized Non-interference

Functional predicate for bound

Functional predicate for prophecy

—hi A=hao Ad=0Ab=0AbsAza >1la Al =13V \

—'hl/\hg/\dZO/\bZO/\IElle/\pzivg/\ll:lgv
d=0ANb=0AbyAl; =1y V

inv(d,b,171,‘72) hl/\—'hg/\ l1=$2/\p=£131 N\ X1 2l1/\d21+b/\

| b=I2NAN14+2-214+2-29=0
d:O/\bIO/\bl/\llzlg/\.’Ez =pV

\hl/\h2/\<—1b1/\$1le/\pzxg/\llzlz )

L' W) =-hANl—2>0ANl—2>1U"—2'VAANZ>0AZ > 2’

1 = p,b1,z1,h1,l; and ‘72 = ba, T2, ha, .

Relational invariant

Well-founded relation predicate




Problem 3: TS/TI Generalized Non-interference

Thm. Encoding is sound and complete.

* By determining the angelic choices via solutions to the
functional predicate variables and reducing the argument

to k-safety and co-termination.
« Completeness by synthesizing sufficient anglic choice

functions from program executions.

TODO - show sound and complete for other problems.



Solving pfwCSP problems

 |terates two phases until convergence.

* Build a sequence ¢ of candidate solutions and
a sequence & of example instances.

« Example instance &Y is an instantiation of term variables and
orovides a counterexample to 6. Start with &Y = @.

. Synthesis phase: Check if (&, %) is unsat. If so, done. Else
synthesized a new solution ¢”.

e Validation phase: Use an SMT solver to see if " is a solution.

e |f not, for each unsat clause, obtain substitution HC such
that K Hc(a(i)(c)). Update examples:
gD =Wy {0.(c) | ¥ cV(c)}.




Synthesis is via stratified templates:

Number of conjuncts, disjuncts

Bound sum of absolute values of coefficients

Stratified Tlempl§te Famz'ly for Ordinary P'redz'cate Variables:
TY (nd, nc, ac, ad) £ X1, ..., Tar(x)). V2 1 N\j= Cigio + S ke >0
83 (nd, me, ac, ad) & A, AT (T2 60 4] < ae) Aleigol < ad

Stratified Template Famaly f07 Well-Founded Predicate Variables:
Ty (np, nl, nc, re, rd, de, dd) & \(Z, 7). AV nl Tik(@) > 0A (VL Di(Z))A
(V"” D;(y)) A (V= D @) AN;Z1(Di(y) = DEC,,;(Z,Y)))
qﬁx(np,nl ne, re, rd, dc, dd) = N7, "l L ( dr(x)/2|cz kel < re) Alciko| < rd A
A2y NS (550216 el < de) Al ol < dd
DEC;;(z,y) =V .zl(rz,k(w) > T k() A /\f—l1 ri,e(T) > 7;50(Y))

Tz',k(~) = Cik,0 T Zdr(x)/z Cik,t Ty Dz‘(f) ;T:L 1 Ci, k 0T Zdr(x)/z ; k.t Tg >0

Stratified Template Family for FPunctional Predicate Variables:

T3 (nd, nc, de, dd, ec, ed) 2 \(Z,r).r = if D1(Z) then e1(Z) else if Do(Z) then e2(7) - -
else if Dya—1(Z) then enqa—1(7) else ena(Z)

ox (nd, ne, ec, ed, de, dd) 2 N\, (z““{) Yeij| < ee) Alcio] < ed A
n ar(X 1
AVan VY 6 Drwii i I k| < de) Aol < dd
ar ~ nc ar(X
8(5’3)—%0‘*‘2 O e - Di(x)é/\lego‘*‘z - ngk Tk =20




Synthesis is via stratified templates:

Number of conjuncts, disjuncts

Bound sum of absolute values of coefficients

Stratified Templ§te Family for Ordinary Predicate Variables:

Ty (nd, nc, ac, ad) £ X(z1, .. a:dr(x)) \/ e 1 N\j= Cigio + Edr(x) Cijk Tk >0

¢% (nd, nc, ac, ad = nil A dr(X) Ciik| < ac) A|ci ol < ad

Stratified G PleceW|se deflned IeX|cograph|c afflne ranklng function

Ty (np, nl, nc, re, rd, de, dd) Az, ~) AV Tfl Tik(@) > 0A (VL Di(Z))A
(V"p D;(y)) A (ViZ, D; (SU) AN;L(Dj(y) = DEC ;(z,y)))
c;‘)X(np,nl ne, re, rd, dc, dd) = N7, "l L ( dr(X)/z|c,,, kel < re) Alciko| < rd A
A2y N (D55 ] < de) Al ol < dd
DEC; ;(z,y) =V .zl(rz,k(w) > T k(Y) A /'\f—l1 ri,e(T) 2 75,0(Y))

”'z',k(~) = Cik,0 T Zdr(x)/z Cik,t Ty Dz(f) ;T:L 1 Ci, k 0T Zdr(x)/z ; k.t Tg >0

Stratified Template Famz'ly for FPunctional Predicate Variables:

T3 (nd, nc, de, dd, ec, ed) 2 \(Z,r).r = if D1(Z) then e1(Z) else if Do(Z) then e2(7) - -
else if Dya—1(Z) then enqa—1(7) else ena(Z)

o (nd, ne, ec, ed, de, dd) £ /\"dl(zdr(x) Yeis| < ec) Aleiol < ed A
/\"“ NSRS el < de) Aol < dd

1=1

81(1}) A . ()+Zdr(X) 1 Cij - T, Di(i)é/\ncl zJ()+Zdr(X) (’zgk zr >0




Implementation and Evaluation

e CEGIS iterations

« Some required small hints for invariants (could be done with
other tools)

* Otherwise, all fully automatic.

Program  [Time (3)[#lters|Program ___[Time (5)[1
DoubleSquareNI_BFT|_17.762] 42 HaliSquareNI | 11853 35
DoubleSquareNI_KTF | 26.495 55| Arraylnsert | 118.671] 73
DoubleSquareNI_LFF|  2.944]  9||SquarcSumf | 337.506] 117
DoubleSquareNI_WTT| 4,055 11[SimpleTS_GNII | 5397 14

CotermIntrol | 10.322] 80| SimpleTS_GNI2 | 8919 36
Cotermlntro2 | 15,871 73| InfBranchTS_GNI| 2,607 4
TS_GNI_LFT{ | 47083 78|TI_GNI_hFT{ | 4389 16
TS _GNIWTF | 5076 17|TI_GNI_WTF | 2277 6
TS_GNI_WFF | 774 _24|TI_GNI_hFF | 2968 6
TS_GNI_WTTi | 23495 53|71 GNI_WTT | 4148 2




Implementation and Evaluation

e CEGIS iterations

« Some required small hints for invariants (could be done with
other tools)

* Otherwise, all fully automatic.

DoubleSquareNI hEFT lT.Tf;
DoubleSquareNI hTF| 26.495
Doub l dquareNI hF 1‘ 2.944 ‘)\qu \re \unu 337.596

DoubleSquareNI hTT 1.055 ll SimpleTS GNI1 -

k-Safety

CotermIntrol | 10322 80/SimpleTS_GNI2 | 8919 2
Cotermlhirc? 15,871 73| InfBranchTS_GNI| _2.607 4
TS_GNI_BFTf | 47.083 78T GNI_bFTf | 438 16
TS GNILTF | 5076 17|TL GNI bTF | 2277 6
TS GNI_hFF | 7.174] 24| TL GNI_WFF__| 2968 6
TS_GNL_WTTf | 23.495] 53| TI_GNI_KTT 2




Implementation and Evaluation

e CEGIS iterations

« Some required small hints for invariants (could be done with
other tools)

* Otherwise, all fully automatic.

DoubleSquareNI hEFT lT.Tf;
DoubleSquareNI hTF| 26.495
Doub l dquareNI hF 1‘ 2.944 ‘)\qu \re \unu 337.596

DoubleSquareNI hTT 1.055 ll SimpleTS GNI1 -

k-Safety

Cotomluirol | 19.322]80|SimpleTS_GNIz | 8019/ 25
Cotermlntro? | 15,871 73| InfBranchTS_GNI| _2.607| 4] [RSH
TS GNI WFTT |78 7S|[TLGNLRFTT | ds5] o) JANg
TS GNILTF | 5076 17|TL GNI bTF | 2277 6
TS GNI_hFF | 7.174] 24| TL GNI_WFF__| 2968 6
TS_GNL_WTTf | 23.495] 53| TI_GNI_KTT




Thank you!



